
ShopFromAmerica Nigeria Limited Guide to Safe and Secure Online Shopping

Debit cards such as those issued by InterSwitch are among the quickest ways to withdraw cash at an ATM as well 
as to quickly and safely make online purchases.  In a town like Lagos using them to make online purchases on  
ShopFromAmerica.com can save you hours in traffic jam and guarantee purchase of quality products. Cases of 
fraud are just due to lack of understanding of its proper use by Nigerians as this phenomenon is relatively new. 
Banks, InterSwitch and ShopFromAmerica.com have take all measures to ensure absolute safety of your card 
details, but these measure can only work if you understand your role. To guard against this, ShopFromAmerica 
Nigeria Limited has put together these few and vital points. 

1) Never answer emails that seems to comes from your Bank or InterSwitch asking you to update your 
account information. Your account details (card number, expiry date, pin or account passwords) can be 
stolen by this process called phishing. Banks, InterSwitch and ShopFromAmerica.com will never ask for 
your account information by phone or email. No matter how genuine it looks, don’t reply or answer the 
email. Some of the emails/website will threaten to suspend your account if you don’t follow their advice. 
Just ignore these as they are just designed to make you take the wrong step. Also be ware of bogus text 
messages or websites that ask you to re-enter your account information. If for any reason your card is not 
working, call the customer service number on the card or walk into your nearest bank to complain. Never 
call a number you get from an email or a website you received from an email. Don’t click on link on these 
emails as they may contain malicious software that can steal your information. Just delete.

2) Don’t make online purchases on computers in Internet Cafes as most have out of date antivirus. Some 
people may have also installed programs that can steal your personal information while using them.

3) Before making an online purchase, be sure the website uses a secured payment page. Secured sites such 
as ShopFromAmerica.com use Secure Socket Layer (SSL) to ensure you data is safe and can not be stolen. 
ShopFromAmerica.com even took security a step further by implementing Extended Validation (EV) SSL. 
This is visible by the signs on the next page, and all sites should have this before you make purchases 
online. The next page shows what is expected from any site and specifically ShopFromAmerica.com 
showing the implemented security features to ensure safe shopping. No other company that offers online 
shopping in Nigeria goes this far, and that’s why we are the recommended shopping site in Nigeria. 

4) Don’t let anyone, not even your brothers or sisters know your pin, card expiry dates or account 
passwords. There is really no reason for someone else to know your pin except they want to make 
withdrawals from your account.

In a NutShell

1) Delete any email that says it’s from InterSwitch or your Bank asking you to update your account 
information. Don’t even reply it, just delete it and call your bank.

2) Don’t update your account details on any site that looks like your Bank, InterSwitch or even 
ShopFromAmerica.com

3) Make sure your anti-virus software is up to date. We recommend Norton Internet Security that you can 
purchase by clicking this link. We are offering free shipping on Norton Internet Security softwares to 
Nigeria. Use coupon code securenig at checkout.

4) If you have issues with your card, only call numbers on the card or given to you by your bank, or walk into 
your bank and inquire. Don’t call number you get from emails or bogus websites.

5) Only shop on sites you trust and we recommended making online purchases only on 
ShopFromAmerica.com based on its highly advanced security features.

6) You and ONLY you should know your pin, card expiry date and online bank account passwords.
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The green bar for those who have Internet Explorer 
version 7 and above shows that you are with a 
company that has Extended validation SSL, the 
most secured website payment system in the 
world. If you are using Internet Explorer 6 or less, 
the “s” in https shows that you are in a secured site 
as well.

The padlock shows that you are in a secured 
site where any information you send is sent 
in an encrypted and secured manner.

The “s” in https 
stands for 
secured, showing 
you are in a 
secured site, 
where your data 

The extra padlock shows 
InterSwitch implemented 
security with VeriSign. Hence 
this site is double secured by 
VeriSign (US) and Comodo (UK) 

Comodo Extended Validation 
(EV) SSL seal with a $250,000 
site security assurance. The 
safest in the industry.

Enter your InterSwitch card number

Enter the expiry date

Enter your PIN

The total Payment to be 
taken from your card.

Click on Pay to submit your payment

These features makes us one of the most secure shopping sites in the world
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